{ sian cyber security 1 cloud - iot - enterprise
‘\:3 Vendor of the Year ‘.\:’

’ 1 Pantasccurry
20

s
— ¢
¢

. 3
year Anniversary <

HEIA F 2| E[A L& 270

- loT Security solution

2017.07
HEFA| 7 E[E[A| 2B E)

I:ﬂ Confidential Internal Only



Panta SroURITY: 1uesese venw A
U2 7|52 HHOR 7Y EEQ 3LIQRAE BT Fostn XML 8SHEQUASE AIHS =L Ct.

7| U™ 2 H Ot

AHI|%

IDS SSO

PKI sl
X=X} E OF

DE MEHO 7|20 HHE
7t 5% 7K Ho|H
O Z 2| 0|4 gj|& Ojo|E Eot

Company Overview

Founded 19974 78 Business Area [|O|H ¢=3t & ¥ HOt ME27|H
CEO/Founder 0O|A& 2 Client HE 33 7|¢% 18 28 53,5000 1A 28
staff 2319 (42 & 7[&X& 1369) Products O|0|H 23t E3HE D'Amo
Located Ci%tZl= M= @ 2ot 54 WAPPLES
Overseas Branch 2.2 X|AL Tokyo / O= &2l Houston TX 2ot QIF #e| £F M ISign+
Overseas Network A7tZ 2 Ef=, &3 SEME U 0|A|0f, QIZL|AIO S XSk 2ok AFSQHW Hob & KEAMITH 2ok At

Pantasccury

I:ﬂ Confidential Internal Only



S|AF HS 20w ctnie) 20y 1410h mmer ey

Intrusion Detection System

gSfren

Public Key Infrastructure

@lssu

Expansion to Application Level

DB Encryption

Web Application Firewall

WAPPLEDS
[ ]

Data Encryption

Access Management

ISi_gn

Integrated Encryption Platform

Web Access & Hardware Appliance

Connected Car Security

T
AUTOCRYPT

Internet of Things

WAF for Cloud Service

Security-as-a-Service
Supporting Cloud Computing (.Jﬁ m

en Source
Key Management C oud Encryption

. : P
\/ l\/gnnamo FactoCrypt

Web Access Managemem

IS!Qn

mmmmmmmm

®
o4z

& oo Iy

Wiristy of Masonal Oslense

Rameagd

HysA

LT

l:ﬂ Confidential Internal Only

12 XS } A7LE TS H eI H Qs UAlo} FE
[ ]
AHMAME GPKI 15 }—{ Qms MXEMQE DB Y3t \ 22491 Ated 7HA
° ° ® ®
sz s | ascC 37hYEd 35T s }_{ loTREERIATL HY || loTAIRZS MY
(3
o ezeEA T puaa=s € U523 CousnnEy 0 n=0=3x §§_~'§_z_yg_§'
/ o 7 Ao
<840, MR ey QOsssa Qocesse ozl e
NIKI —
S'hynix @ Hanwha @ SPORTSWEAR - SOftBank @

Pantasccorty 3



k||7-'|| *l%" OAlO} - T 7|4k 22 THEL YEHA
OfA[OF - EfE S 22t A[Z 12|(SC Awards Europe 2016) & 50| Z|ALS 7H2E MA AlZ &
Cyber Defense Awards - WAPPLES & MyDiamo

SC Awards Europe 2016 - Best Security Solution
Next Market

! 1 93 Eg 5A Expansion Foothold
N () S gy R,
| | : 1 Oj= 9] 104
| 1 \ |
| 1 | |
| | Headquarters . :
—————————— 1
1 1 1 S} ES e 1
i i Seoul 1 BE e l |
| I I . 1 &= Eg 3HA : |
1 | | | 1
Israel I
i o i | Tokyo | i Houston !
l o | No.1Area ! I
| Dubai | | Bangkok | I |
- i | e i .

[ . I I o @ Manila

|

1

1

Singapore ()

|

|

|

:

1

| National Cyber Security Alliance - NCSAM Champion
@ Jakarta |

|

1

|

|

|

|

|

.Sydney:

Frost & Sullivan Asia Pacific ICT Awards - Asian Cyber Security Vendor of the Year

@ Headquarters Branch Office ® Sales & Services Customers

PantasccurTy 4

I:ﬂ Confidential Internal Only



Pantascurmy

loT Security Al EH

Confidential Internal Only



SENTEE
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Business System

1. Smart Factory : Penta Smart Factory Security
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Hardware Encryption Module White Box Encryption Module
Database Encryption Internal Encryption Key Storage
SSL-VPN Application Firewall Device and Firmware Authentication
Certificate-based Authentication  Data Encryption / Integrity Monitoring
PC and Mobile Authentication Security Monitoring

2. Smart Home : Penta Smart Home Security
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Internal Encryption Key Storage Device and Firmware Authentication

Certificate-based Authentication  Data Encryption and Integrity Monitoring
PC and Mobile Authentication Security Monitoring

3. Smart Car : AutoCrypt
AOFEZIQL KHMICH X[ 58 WA AR(C-ITS)S flst 2ot &2 M

AutoCrypt V2X  AutoCrypt PKI  AutoCrypt KMS  AutoCrypt AFW
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AUTOCRYPT

4. Smart Metering : Penta Smart Metering Security
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Hardware Encryption Module Lightweight Encryption Module
Message Encryption / Authentication  Internal Encryption Key Storage

SSL-VPN Message Authentication / Virtual Signature
Mutual Authentication Key Generation / Distribution and Management
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AutoCrypt V2X: Vehicle-to-Anything

» AutoCrypt PKI: Public Key Infrastructure
AutoCrypt KMS: Key Management System
AutoCrypt AFW: Advanced Firewall
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AutoCrypt® Overview
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Vehicle to Grid Interface

MO : Mobility Operator (& 3| AL

CPO: Charging Point Operator(Z7 7| At X
EV : Electrical Vehicle

EVSE : EV Supply Equipment
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M
OEM User O
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Manufacturer Customer
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Security Threats in Electrical Vehicle

Charging Fraud

Billing
Fraud

Privacy
Compromise

Manufacturer Customer Charging Infrastructure

Q CIA: Confidentiality & Integrity & Availability
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Vehicle to Grid Interface
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EVSE : EV Supply Equipment

E (2) Sell R (3) Contract ﬂ
...... > >

oV oser MO & CPO
Q)
ﬂ Charge
< B>
EV EVSE
(4) TLS =s51| Charger
T > _{S} Certificate
LT= Contract (5) Authentication |
Certificate : :
: (6) Tariff _ o
;o 5 T Certificate
LT= Contract (7) Metering Receipts g
Certificate - -

Pantasccury 10

I:ﬂ Confidential Internal Only



AutoCrypt ALE 3} HOF 22 M

AutoCrypt® Feature Summary

Vehicle Public Key Infrastructure Control traffic flows

O
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Prevent Malicious Access Key Management Privacy Preserving
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Route data privacy
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AutoCrypt ® Case 1 - C-ITS
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V2V (Vehicle-to-Vehicle)

ME K& AH|A

- T E2WE At=F1F 3,0000{ 02| RArsAtZE AE0| Hobd 2
= X WS g, Al

V2l (Vehicle-to-Infra)
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AutoCrypt ® Case 1 - C-ITS from Korean Government
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AMI(Advanced Metering Infrastructure)
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AMI System Components
Customer Communication AMIIT Business
Location Network Systems Applications

Con Edison, Advanced Metering Infrastructure Business Plan(2015)
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Threats

+«—— Attacks ——
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Penta Smart Metering Security
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Confidentiality

Requirements
Integrity

.
>

Availability

Non-Repudiation

Unauthorized
Access to
Information

Unauthorized
Modification or Theft
of Information

Denial of Service or
Prevention of
Authorized Access

Accountability; Denial of Action
that took place, or Claim of
Action that did not take place

A

Listening

Eavesdropping

Traffic Analysis

EM/RF
Interception

Indiscretions
by Personnel

[

Interactions
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Masquerade

Bypassing
Controls

Authorization
Violation

Physical
Intrusion

Man-in-the-Middle

Integrity Violation

Theft

Media
Scavenging
Modification
Intercept/Alter
Repudiation

Replay

Planted in System

After-the-Fact

Virus/Worms

Denial of Action

Trojan Horse

Claim of Action

Trapdoor

Stolen/Altered

Service Spoofing

Repudiation

Denial of Service

Resource Exhaustion

Equipment Failure

Software Failure
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Penta Smart Metering Security

DLMS(Device Language Message Specification)
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https://dIms.com/information/whatisdimscosem/index.html
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Penta Smart Metering Security

AMICrypt

Penta Smart Metering Security
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AMlcrypt Penta Smart Metering Security

Penta Smart Metering Security Case 1 — AMI System in Norway
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FactoCrypt

Penta Smart Factory Security

Smart Factory Architecture
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Factocrypt Penta Smart Factory Security

Data Collecting Architecture
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FactoCrypt

Penta Smart Factory Security

FactoCrypt 78
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FaCtOnypt Penta Smart Factory Security

Penta Smart Factory Security Case 1 — Sewing Machine Factory

T

/Sewmg Machine \ In-Factory
Sewing Machine \

Sewing Machine \
How to connect

?
- securely?
Sub Controller S RN R s

Cloud

d

I
i

Sub Controller

Main Controller OPBox /

~

QController /

]

- MS

OH

FUhol 71753 BEHRE 7 oH B SA

o T — =

|5l Penta Smart Factory Security = ¢

F
jo
-0

PantasccuRry 22

l:ﬂ Confidential Internal Only



Fadocrypt Penta Smart Factory Security

Penta Smart Factory Security Case 1 — Sewing Machine Factory
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FactoCrypt

Penta Smart Factory Security

Penta Smart Factory Security Case 2 — Smart Factory Monitoring Service
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Homecrypt Penta Smart Home Security

Penta Smart Home Security
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Homecrypt Penta Smart Home Security

Penta Smart Home Security Case 1 — Smart Apartment Complex

Apartment Complex
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Homecrypt Penta Smart Home Security

Penta Smart Home Security Case 1 — Smart Apartment Complex
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Homecrypt Penta Smart Home Security

Penta Smart Home Security Case 2 — Smart Door Lock System
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