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1609.2 Testing 1609.2 Testing NGTFA WA el wE FEaA
SPDU-SEND-BV-01 AHA N@t2E MR W7ol e G54
WSM Security Header A7 ANBTE W WAge] me G
SPDU-SEND-BV-02 2tA AFTE A Al o 5t
WSM digitally signed certificate 21 ANEFZA 8A HA g2 22k
SPDU-SEND-BV-03 2HA AGTE WA Al e 5t
WSM digitally signed digest 2-7) ANEFZA BA HA g2 =2k
SPDU-SEND-BV-04 2HA| A@d HA Ao b FE2A
WSM certificate per vMaxCertDigestInterval. 2LA)| ANFFE WA HA0 wE gEAkA|
SPDU-SEND-BV-05 A N@72A WA W7o me FE A
WSM digest with valid signature 2HA ANFFA WA HA0 e =2k
SPDU-SEND-BV-06 AHA] ANEd HAd Ao &g FE2A
WSM certificate with valid signature 2+A ANFF2A WA HA0 W =2k
SPDU-RECV-BV-01 2AHA| ANEA HAd Ao g FE2A
IUT acknowledges valid WSM security header. 2FA ANBFA WA HA wE EEAHA
SPDU-RECV-BV-02 A ARE WA WA B P2k
IUT acknowledges valid WSM implicit certificate. A+A AFFE Wz WA wE gJEA
SPDU-RECV-BV-03 AHA N@FA WA W7o whE FEakA)
IUT acknowleges valid WSM signed digest. A+A AFFE WA HA wE g E2akA|
SPDU-RECV-BV-04 2AHA A@T4 WA WA e gFm2abA
U generationTime & Expiration Tme 24 SLEERERELEERERE
SPDU-RECV-BV-05 A N7 WA W7ol me GE A




k= K 4 AL fr

IUT acknowledgeSE%?x;iogi%?iegenerationTime & A4 NHFA wF W] w= arEabg
SPDU-CERTCHG-BV-01 A ANRTA WA WA g FEAA
BSM’s vCertChangelnterval Changes AL ANdFA WA WA e TFEARA|
SPDU-RECV-BI-01 247 NEFE WA W] we G
IUT acknowledges inv;lé%a\)t(lfﬁg with incorrect digest 244 NAFA WA W] w= Aty
SPDU-RECV-BI-02 AHA @A WE Aol e G5 A
IUT acknowledges invalisdig}’gst%\l/lre\yith incorrect certificate 244 NAFA WA WA w gty
EXPCERT-SEND-BV-01 AHA| N@F2A R W7o e F5 A
IUT will not transmit Silgigtllrse once Root Certificate 247 ANATFA WA Ao w2 g2l
EXPCERT-SEND-BV-02 24 AETFA WA A ge G2k
IUT will not trarclzrgll‘.ii%icszljt]gUe’x Sir%rslce Intermediate 2b4) NHAFA A WA 2 g2 2k7)
EXPCERT-SEND-BV-03 24 NEFA N AP e G
IUT will not tralcrgs;g}fticglt)éjlé;pisr eosnce Pseudonym 247 ANATFA WA Ao w2 SFEalA
EXPCERT-RECV-BV-01 2 ANETFA WA A ge G2
IUT will not receive Sslijé?gt’ufeonce Root Certificate 2h4) NEATFA Bl WA w2 g2 2k7)
EXPCERT-RECV-BV-02 2 NG WA A ge G2
IUT will not recceei;/t(ieﬁiggUe’XIs)iferéce Intermediate 2h4) NEATFA BlAd WA w2 g2 2k7)
EXPCERT-RECV-BV-03 21 ANEF2A HA AR e =2l
IUT will not reég\tfi(}:iCSaPEeDUe;( psirgglce Pseudonym A4 NE7A WA Mo wh g aln)
SECPROF-RECV-BV-01 24 AFTFA WA dAel He FEAA
Validate that the IUT will reject repeat BSM messages AR ANEHA Hd WA g J&2ka)
SECPROF-BSM-Tx-BV-01 24 AT B Wl e FEAA
BSM Security Header contains Gen Time & does not 247 ANETFA WA A W sF=aA

contain Generation Location or Expiry Time
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SECPROF-MAP-Tx-BV-01 2+ A&t A
MAP security he%(;lledr ﬁgghé}%en I%ecréit“iglrlle & Expiry Time 217 AATFA WA
SECPROF-SPAT-Tx-BV-01 2HA) NEFA v A
SPaT security heg(ril%r nlgtché()i(%ig}/er%iTr;nele & GenLocation 247 AFTA WA
SECPROF-TIM-Tx-BV-01 2+ A4 A
TIM security heaéjr% B%Ctluélgngggﬁglf & Expiry Time 217 ADTFA WA
SECPROF-WSA-Tx-BV-01 AFA) NEFA WA
[UT transmit signed WSAs AkA| ANF4 Mz
SECPROF-WSA-Tx-BV-02 AL NEFA WA
WSA Security Hea(Eil%rd %ilpui(ri?sTiGHelrelTlme, GenLocation 244 AFTFA WA
RN SPDUBSM-SEND-BV-01 At A

Ae BSM Security Header A4 HA

N SPDUBSM-SEND-BV-02 N&FA WA

s BSM digitally signed certificate Algdqtd WA

N SPDUBSM-SEND-BV-03 ANEFA WA

e BSM digitally signed digest Agt4 WA

N SPDUBSM-SEND-BV-04 ANEFA WA

= BSM certificate per vMaxCertDigestinterval. AldtA WA

A= SPDUBSM-SEND-BV-05 AN@t4 wHA

A BSM digest with valid signature A@td WA

N SPDUBSM-SEND-BV-06 N&EFA WA

Sr = BSM certificate with valid signature AlgF4 WA

N SPDUBSM-RECV-BV-01 NEFA WA

A IUT acknowledges valid BSM security header. A&t WM

N SPDUBSM-RECV-BV-02 A&t wMA

2 IUT acknowledges valid BSM implicit certificate. A&t M

RN SPDUBSM-RECV-BV-03 A&t wmA
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= IUT acknowleges valid BSM signed digest. NAFA WA WA w2 g7}
= SPDUBSM-RECV-BV-04 NETA BlA WA 2 FE=r)
g IUT acknowledges \gllgxgisrl\é[tiso Ig:e%gfé:ate generationTime ADTFA WA Ao e Fr=s)
N SPDUBSM-RECV-BV-05 NEFA A dAo) e FrE=7)
9o T aCknOW1edgeSEESil\r/la‘?io?llg”Fisr% egenerannTlme & AHTFA " WA me Fr=s}
A SPDUBSM-CERTCHG-BV-01 ANEAFZA 8A WA e gux=r)
N BSM’s vCertChangelnterval Changes AldA WA WA g2 dEF7)
= SPDUBSM-RECV-BI-01 ANEFA WA WA g2 guz=r]
o IUT acknowledges 1n\fsei1§rcllaglsrl\é[' with incorrect digest AATFA WA WA We FE=s)
= SPDUBSM-RECV-BI-02 NAFA WA WA B2 guxs}
go IUT acknowledges lnvalé?gr?sxryth incorrect certificate AFDTFA WA WA e FEas)
= SPDUWSA-SEND-BV-01 NAFA WA WA B2 guxs}
e [UT generates correct WSA security header. Agd WA Aol e &3}
= SPDUWSA-SEND-BV-02 NEFA WA WA g2 gu=7]
S IUT generates correct WSA certificate data structure. | A@724 W WA @& g=37}
N SPDUWSA-SEND-BV-04 NEFA WA WA g2 g2z}
e IUT generates WSA’s Signed Certificate & Signature A4 W WA e g7}
= SPDUWSA-RECV-BV-01 NEFA BA AAo) s FE=7}
A= IUT acknowledge valid WSA security header. A4 WM "o & g&EF7}
= SPDUWSA-RECV-BV-02 NEFA WA WA g2 =7}
A IUT acknowledges valid implicit certificate signed WSA. | Al &74 WA WA @& FEF7}
= SPDUWSA-RECV-BI-01 NEFA WA WA g2 g7}
go IUT aCknovﬁieg%ge[etirgl\gllgoytsrgn\g&QForreCt cert ADTFA WA WA M Eas)

SAE J2945/1 Testing SAE J2945/1 Testing AN@TFE WA Aol g2 g2a
BSM-ST-BV-22-V 2HA AGTFE N WAl ge G5

Verify IUT Position Updates at Proper Frequency AkA) ANEHA Hd WA e JL2kA)
BSM-ST-BV=23-V 24 NEFE W A BE A
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Receive SRM 2t AT WA WA ge G2k
12735 244 AATFA WA WA wE FEAA
Transmit SSM A NETA WA @Al ohe FEa
12735 A1) AFTFA WA WA wE FEAA
Receive SSM 244 N@TA WA A e FEa
12735 24 N5t WA w2 A
OBU can receive and d%%%%% e1\{[AP messages on Safety A1) 7 WA me FEA
J2735 2AHA) W7o mE FE2A
OBU can receive and d%ckglfnglPaT messages on Safety A7 WA We g2l
12735 247 W7ol nhe B A
Verify OBU can receive WSA and join selected <
advertised service A4 Ao wE A
12735 2HA| WAl mE b
Verify OBU can receive WSA with WRA & ping =
external host to RSU via IPv6 A el wE g
J2735 2HA WA wE E21A
Verify OBU can receiv\e/igxfl?)/\\/GWith WRA & ping RSU A7 WA We g
SAE J2945/1 - Driving Test SAE J2945/1 - Driving Test
BSM-MV-BV-06 BSM-MV-BV-06 -
Path History(Shortest after Peak 200-210, Max. Path History(Shortest after Peak 200-210, Max. S oY AdEE
Points < 15&Max L Distance<1m) Points < 15&Max L Distance<1m) soroeen
Field Interoperability 214 WA wE Az
Repeat Drive Test eith IUT(OBU) and two other
certified(known) OBUs transmitting BSMs on same A W7o & gk

vehicle
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55 3
L A3
SAE 12735 A &
Ak _
SAE J2945/1 Testing s SR A
AHA 5
WSM Security Header l N@FE WA WMol uhe FEA)
Ak -
e ) A AETA WA ARl e FEaA
BU- _RV- _
o5 . U-MSG-BV-01 At M WA O FEF7t
ST U can receive and decode MAP messages over DSRC
e on CH172 NET4 Wd Ao e FE37}
= OBU- -BV- 5
~ OBU-MSG-BV-02 NEFA WA WA g Pl
9e OBU can receive and decode SPAT messages over
A4 WA §A = =
RSU 4.1a Requirements (Additional Logging) ; PORG on e ) e
o RSU 4.1a Requirements (Leidos) NETFA WA WA W FE
we BNCH-PHY-01 A s e zf gEHA
o oA 2 gm=
wmwe Physical Assessment based on i i B 5o
o inspection A4 Hd \A 2 Fr=
:‘3 BNCH-P0S-02 A ajpa :;4 :a&;:: Lo
S oA 2 gm=
wme Positioning (GPS Reference and C i - = s
v orrections) A@dqtd M WA 2 gE=
2: BNCH-P0S-03 X872 :; ;ﬁoj{: S
B o T3 DL = 6{31’3717]—
GPS Output and System Time A S . ol
° 1@7+4 WA dA 2 =
G BNCH-P0S-03b -jﬁ i el e
ge ops AETE WA WA e 557}
9o P st Alerts AN@T4 WA |l 2 537}
A= _Store and Repeat M B S s
epeat Message Transmission AE 74 &) I =
o] o u:l:(' =5 %j_ Eﬂ_ﬂ = =
:‘;’ BNCH-MP_IF-10 A3 :;q tﬂ;:: EL ?%Tﬂ-
7= Im ; w1 = o K8 =2 3=y}
oo P M;r_lleldlate Forward Message Management ANETFA WA Ao W R3]
i - DSRC M . AETA M WAl wE FEF7}
oe e ni essage Forwarding NDFA WA WA mE =)
ge - Authenticat ANdtd Mz WA b2 gEFr)
u - _
oo e A3 entication - Passwords ANETFA WA AAo] w2 gE=s]
S - Authenticati AN@ 4 M fAe e gEF7t
u _ _
entication - SNMP ANETFA HA A W e}




O [EH 2-3] AlgA Jl=dAl JIE

& 3 4 s A Al

@4y AE e @97 AE E
1609.2 Testing 1609.2 Testing NETFE WA ERe ohe FEa
SPDU-SEND-BV-01 AHA N2 R W7o e F5aA)
WSM Security Header ALA AEFA WA dA 2 =2l
SPDU-SEND-BV-02 2 ANGTE WA WAl ge FEabA)
WSM digitally signed certificate 2+7) A&7 WA Ao w2 =2k
SPDU-SEND-BV-03 2HA AGTE WA Al e B
WSM digitally signed digest AkA| NETFA vlAd B w2 22k
SPDU-SEND-BV-04 2HA AGTE A WAl e 5
WSM certificate per vMaxCertDigestInterval. ALA) ANEHA A WA g g&2kA)
SPDU-SEND-BV-05 AA) NETFE WA W] mE FEAA
WSM digest with valid signature 2+A) ANFFE WA HA wE g EAkA|
SPDU-SEND-BV-06 24 NEFA N A e G
WSM certificate with valid signature 2HA AFF2A WA HA e =2k
SPDU-RECV-BV-01 2HA] ANEA HA Ao &g FE2A
IUT acknowledges valid WSM security header. 2AHA) ANFF2 WA HA0 W =2k
SPDU-RECV-BV-02 247 NEFE WA Mol uh FE2abA)
IUT acknowledges valid WSM implicit certificate. 2HA) ANBFA WA HA wE &AM
SPDU-RECV-BV-03 A1) N@FA WA W7o wE FEabA)
IUT acknowleges valid WSM signed digest. ALA AFFE Wz WA wE gJE2akA
SPDU-RECV-BV-04 2HA] AN@ 4 M wAel e gm2bA)
! eneratonime & Expration Time 2 ATHA A A HE P2
SPDU-RECV-BV-05 24 ANETFA WA A ge G2
IUT acknowledges WSM’s Digest generationTime & 244 ANEFA WA W] wh g2 alq)

Expiration Time




d 3 A A" <k Al &
SPDU-CERTCHG-BV-01 2 NEFA N A e G
BSM’s vCertChangelnterval Changes A+A ANFAF2E WA HA0 e =2k
SPDU-RECV-BI-01 2 NEFA N A e G
IUT acknowledges invglé(rila\}t(llﬁg with incorrect digest 247 ANATFA WA Ao w2 g2 alA
SPDU-RECV-BI-02 A7 NEFE WA WA BE FEata
IUT acknowledges invahgg})l(gstll\l/lre\yith incorrect certificate 247 NEATA Bl WA w2 g2 2k7)
EXPCERT-SEND-BV-01 24 NEFE W A e G
IUT will not transmit gizggt;lrse once Root Certificate A7) ANDTFZA WA Ao w2l
EXPCERT-SEND-BV-02 2HA AGTFE WA WAl He P52
IUT will not tragzﬁii%cseiglje,x Sir%rslce Intermediate A7) ANDTFA WA Ao wE gFEAlA
EXPCERT-SEND-BV-03 2 NFTFA WA A ote FEaA
IUT will not tracrésg}ifticgl‘?é)[é)’(pisr é)snce Pseudonym 247 ANETFA WA dA] W =k
EXPCERT-RECV-BV-01 24 ANETFA A A ge G
IUT will not receive Sslg?lgt’urseonce Root Certificate A4 NAAA WA WA G2 aEa
EXPCERT-RECV-BV-02 24 NEFA N A ge G
IUT will not reccegé?fi(szlggeUe’X;irC)etlsce Intermediate Jage NAFA WA WA G2 aEa
EXPCERT-RECV-BV-03 27 ANEFA WA WA e FEaA
IUT will not reég%%cseﬁemé;( I;sirgglce Pseudonym A NAFA WA WA G2 gz A
SECPROF-RECV-BV-01 AHA) N@FA WA W7o mhE FEakA)
Validate that the IUT will reject repeat BSM messages A+A ANEFE Wz WA wE gJEAA|
SECPROF-BSM-Tx-BV-01 24 AFTFE WA dAel He FEAA
BOM Securty, Header contains Gen Tine & foes no = SSEEEREERTR SRS
SECPROF-MAP-Tx-BV-01 2 NGTFA WA WAl we FEaA)




d 3 A A" <k Al &
MAP security header include GenTime & Expiry Time _

Y IeOnd not GenLocation T A1) ANRFA WA AR e FEabA

SECPROF-SPAT-Tx-BV-01 24 AFTFA WA aAel He FEAA
SPaT security header include GenTime & GenLocation . .

Y EAnd not Expiry Time 24 AATFA WA WA WE FEAA

SECPROF-TIM-Tx-BV-01 AHA AGTHA N WAl ge G5
TIM security header include GenTime & Expiry Time _ )

Y eend not GenLocation T 247) NFHA WA AR e FEabe

SECPROF-WSA-Tx-BV-01 24 ANETFA W A Be =k

IUT transmit signed WSAs 2HA ANGTFE WA WAl ge P52

SECPROF-WSA-Tx-BV-02 A7 NG WA WA e Pt
WSA Security Header includes GenTime, GenLocation )

Y e and Expiry Time ) ARTFA M WAl BE FBA

- SPDUBSM-SEND-BV-01 NETFA BlA iAo e FE2y)

= BSM Security Header NRTFA WA WA g dBF7}

- SPDUBSM-SEND-BV-02 NETA BjA iAo 2 FE=7)

- BSM digitally signed certificate ANAF2 A HAd o2 =7}

= SPDUBSM-SEND-BV-03 NETA BlA iAo 2 FE=y)

e BSM digitally signed digest NRF4 WA el B F=37)

N SPDUBSM-SEND-BV-04 A&7 WA WA g2 gu=r]

A BSM certificate per vMaxCertDigestlnterval. ANEHFA WA Mo w2 g2y}

N SPDUBSM-SEND-BV-05 NEFA A iAo e FrE27)

N BSM digest with valid signature ANAFA BlAd WA g2 gE=y)

N SPDUBSM-SEND-BV-06 ANEF2A WA WA g2 guz=r]

N BSM certificate with valid signature ANATFA BlAd WA g2 ez}

= SPDUBSM-RECV-BV-01 NEFA BA dAAo) s FrE=7}

A IUT acknowledges valid BSM security header. Ad4d Hd WA & gEF7)

= SPDUBSM-RECV-BV-02 NEFA A dAAo) e FE=7}

S IUT acknowledges valid BSM implicit certificate. A4 Hd WA g gEF7)

N SPDUBSM-RECV-BV-03 NEFA A dAo) e FE=7}

N IUT acknowleges valid BSM signed digest. AN&FZ WA WA 2 gJEFEy)

= SPDUBSM-RECV-BV-04 NEFA BA AAo) s FE=7}
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o IUT acknowledges valid BSM’s certificate generationTime - = srm=
s & Expiration Time N@FE WR Be) me Fu3st
N SPDUBSM-RECV-BV-05 ANEFA WA WA g2 gu=7]
o IUT acknowledges BSM’s Digest generationTime & - = sm=
= Expiration Time N@FA WA W7o we FE3st
RN SPDUBSM-CERTCHG-BV-01 A&7 BA WA 2 FE=r)
N BSM’s vCertChangelnterval Changes AFdF4 WA HA wE gEF7}
N SPDUBSM-RECV-BI-01 ANEF2A WA WA g2 g2z}
ge IUT acknowledges m\{s?ggaglsrl\é{. with incorrect digest AT WA WA we FE=s]
= SPDUBSM-RECV-BI-02 NEFA WA WA g2 FE=7}
go IUT acknowledges mvahs(iigrl?:tl\lfllrglth incorrect certificate AFTFA WA WA M FEas)
8=y SPDUWSA-SEND-BV-01 AN&EF2 WA WA g2 gEzr)
A= IUT generates correct WSA security header. ANEd My WAl e IE3v)
= SPDUWSA-SEND-BV-02 NEFA A dAAo) e FE=7}
= IUT generates correct WSA certificate data structure. g4 W "o 2 JEF7}
= SPDUWSA-SEND-BV-04 NEFA WA WA g2 gu=7]
S IUT generates WSA’s Signed Certificate & Signature g4 W dAo g JEF7}
N SPDUWSA-RECV-BV-01 NEFA A iAo e FrE27)}
N IUT acknowledge valid WSA security header. AN&AFZ W WA g2 gEFEr}
= SPDUWSA-RECV-BV-02 NEFA BA AAo) s FE=7}
N IUT acknowledges valid implicit certificate signed WSA. | Al&+24 W WA w2 537}
= SPDUWSA-RECV-BI-01 NEFA WA WA g2 =7}
o IUT acknowledges invalid WSA w/incorrect cert < = Fm=
K signature & not transmit. AdTtA Mz il e FEF7F
SAE J2945/1 Testing SAE J2945/1 Testing NEFA A WA 2 =2
BSM-ST-BV-22-V 2HA AGTFE WA WAl He P52
Verify IUT Position Updates at Proper Frequency AkA) ANEHA WA WA 2 J&2ka)
BSM-ST-BV=23-V 24 NETFA WA ERe ohe e
Private Keys within Secure Hardware 2HA) ANFFE WA HA0 wE g E2akA|
BSM-ST-BV-24-V 24 NEFA N AP e G
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Verify OBU can receive WSA with WRA & ping " = =
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SAE J2945/1 - Driving Test SAE J2945/1 - Driving Test
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vehicle
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DSRC on CH172

RSU 4.1a Requirements (Leidos)

OBU can receive and decode SPAT messages over
BNCH-PHY-01
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BNCH-P0S-02
BNCH-P0S-03
BNCH-P0S-03b
BNCH-MP_S&R-09
BNCH-MP_IF-10
BNCH-VP_MF-11

BNGH-Sec
BNGH-Sec
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RSU 4.1a Requirements (Additional Logging)
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